
Taking control of third-party risk
Deloitte Third Party Assurance Services



Deloitte Third Party Assurance Services

02



Deloitte Third Party Assurance Services

03

Content 
Outsourcing with confidence 4

Two sides to the outsourcing story 6

What is Third Party Assurance? 8

Third Party Assurance Report Types 9

Choosing the right reports for your needs 10

Helping our customers make a decision 11

About Deloitte Third Party Assurance Services 12

Our TPA methodology    13

Optimizing your TPA Reporting efforts 15

Frequently Asked Questions 16

Contacts 19



Deloitte Third Party Assurance Services

04

Outsourcing with confidence

Mature organizations with an understanding of their risk environments understand that giving over the responsibility for executing certain 
functions to service organizations does not equate to giving over the responsibility for the risks associated with those functions. 

Professional service organizations providing professional level services should provide their customers with the benefit of reducing the 
risks associated with the services being provided through their expertise and focus on those services. How should these parties get 
comfortable with each other when it comes to this ‘risk relationship’? How does the customer know that their vendors are providing 
quality services that reduce their risk? How can the vendor assure their customers that they are providing services in a professional and 
controlled manner, hopefully a more professional and controlled manner than their customers could for themselves?

What risks are your service providers 
taking for you?  
As OSPs are becoming more integrated 
with their clients’ day-to-day operations, 
they can have more of an impact on 
their clients’ internal control framework, 
including their financial reporting and 
compliance requirements. A general rule of 
thumb is that you can outsource a process 
but you cannot outsource the risk related 
to it. If you lose your customers’ data due 
to a failure in control at your IT services 
provider, your clients will call you and not 
your service provider. 

As the reliance on OSPs has increased and 
their role in their clients’ internal control 
structure has become more important, 
we have seen an increase in the demand 
for independent evaluations of internal 
controls at these third parties, called 
Third Party Assurance (TPA) attestations. 
These independent evaluations result 
in formal reports which are meant to 
take the place of the individual audits 
performed by the OSP’s customers. 
Individual audits performed by customers 
often vary in focus, scope and quality 
and are generally inefficient for both the 

OSP and the company performing the 
audit. Attestation reviews performed 
under stringent standards, scoped to 
meet the specific needs of the OSP’s 
customers using internationally recognized 
measurement criteria generally provide a 
higher level of quality and provide the right 
level of ‘security’ in regard to the operating 
effectiveness of the internal control 
routines covered.

TPA Attestations generally provide more 
all around audit security, are more efficient 
and are, on the aggregate, more cost 
effective for all parties. For example, in 
order to be able to perform adequate 
reviews of their vendors, a company would 
need to maintain appropriate staff or hire 
consultants to be able to perform the 
assessments. If the vendors provide varied 
services or are using several technologies, 
then the complexity of the assessments 
increase and the need for specific 
competence to perform assessments 
increases. This is quite cumbersome for a 
company to handle.  

Different approaches to addressing the 
risks at your service providers 
There are several approaches to address-
ing the risks in regards to the process-
es outsourced to OSPs. Each of these 
approaches provides the customer with its 
own level of ‘audit assurance’, which can be 
thought of as the overall comfort that you 
can get from the review based on the:

 • Independence of the review team.

 • Competence of the review resources.

 • Scope of the review, including the period 
of time which is inscope.

 • Measurement criteria for the assessment 
(best practice vs. own developed criteria).

 • The testing requirements to confirm the 
operational effectiveness of the controls.

 • The frequency of the review (regular 
reviews with adequate feedback generally 
result in improvements in internal control 
at the OSP). 

More businesses than ever before are choosing to outsource parts of their business to an 
Outsourcing Service Provider (OSP). Although many organizations have been outsourcing core and 
non-core services to OSPs for decades now, outsourcing is becoming more popular each day and 
is playing a vital role in helping companies focus on their core business and increase their efficiency 
and profitability. 

Common examples of outsourced services include:

 • IT infrastructure hosting services (managed IT services)

 • IT application system development and hosting

 • Managed security monitoring services

 • Security (security as a service) 

 • Cloud computing services

 • General accounting services

 • Payment processing services

 • Payroll services
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There are four main methods that we have seen in use to obtain assurance as to the internal control 
environments at OSPs. These methods could, of course, be combined.

Self reporting from the OSP 
The OSP is able to report on its own level of internal control 
maturity, which provides the customer with a low level of 
security as the OSP is not independent. This type of reporting 
can be done as part of any operational meetings between the 
OSP and the customer which are common practice to perform 
on a monthly or quarterly basis. 

In our experience, these meetings often cover areas specific 
to the practical execution of specific services (e.g., response 
times, number of open items) but do not cover the specific 
aspects related to the successful implementation and 
execution of best practice internal control routines. Though 
useful in some ways, these types of reporting provide a low 
level of sequrity over internal control at the OSP.   

Third Party Attestations 
The scope of these reviews are set to meet the needs of 
many customers and the methodology requirements for 
the testing necessary to confirm operating effectiveness of 
tested controls are among the most strict available and are 
generally based on the underlying audit requirements for the 
given attestation standard. The attestation vendors providing 
these independent assessments are generally larger audit 
companies, with access to the necessary competence to 
deliver all aspects of the reviews and with stringent quality 
control standards in regards to engagement execution and 
reporting. 

We would say that these engagements provide the most 
assurance in regards to the operating effectiveness of internal 
controls at the OSP, but the user of the attestation reports 
should also evaluate the scoping of the report in order to 
determine whether the report covers all aspects of the 
services provided to them by the OSP. 

Customer audits 
The quality and scope of these audits are dependent on the 
maturity and competence of the audit team performing the 
review. In some instances a very mature audit team with the 
right competence and a very focused audit program can 
provide a very high level of security which is specific to the 
customer’s needs. 

Generally though, the team performing the OSP review is 
not capable of spending the amount of time at the OSP to 
perform extensive testing and may not have all the necessary 
competence in-house to adequately cover all aspects of the 
review. In addition, verification procedures performed by a 
team with the ability to modify their audit testing procedures 
to suit their situation may be considered more flexible than a 
team following strict testing guidelines, providing a less of a 
basis for any conclusions as to the operating effectiveness of 
controls. 

Certification in regards to a chosen standard 
The OSP achieves a certification in some chosen standard, for 
example ISO27001 or ISO9000. These certifications provide 
a more independent evaluation of compliance to the given 
standard than a self-evaluation but the:

 – flexible scope of the areas/items to be included in the 
certification,

 – flexible measurement criteria in regards to the desired 
maturity level of the organization to be certified, and

 – flexibility allowed the certifying organization in how they 
choose to confirm adherence to the measurement criteria 

make it difficult to obtain a high level of confidence that 
internal controls are in place and have functioned consistently 
for a given period of time. 
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Two sides to the outsourcing story

The Customer side of the equation 
When determining the need for having 
control over the performance of their 
vendors in regards to providing quality 
services that are performed in a manner 
that reduces their risk, companies should 
view their vendor relationships from 
a strategic perspective. This strategic 
perspective should help companies 
identify potential issues related to the 
way they have agreed to monitor the 

activity at their vendors, contractual 
obligations related to reporting on internal 
control, periodic reporting on compliance 
and the implementation of continuous 
improvement programs. This approach 
will help the company be better equipped 
to ensure that they are maximizing their 
vendor output while reducing their own risk 
by taking advantage of the professionalism 
provided by their vendors.

Strategic perspective 
of outsourcing

Global 
view

Risk
view

Industry
view

In matters regarding outsourcing of services, there are always (at least) two sides to each story. You 
have the customer outsourcing the function and you have the vendor providing the service to the 
customer. We try to give some perspective to each of these here. 

The strategic perspective of outsourcing is generally comprised of three distinct views—global, risk, 
and industry views— and can help companies anticipate and mitigate the variety of risks that come 
with using third-party vendors associated with existing outsourcing programs.

Once the company has compiled their strategic view of outsourcing—and identified areas of potential risk to the organization—they can 
establish a plan to begin managing risk from these different directions. Attestation reporting is a vital step in the right direction.

Global view of outsourcing 
Today, the reasons for outsourcing 
extend far beyond Information 
Technology (IT) processing or the need 
to find the lowest-cost alternative 
to in-house operations. Companies 
are seeking cost and competitive 
advantages by outsourcing at global 
levels, as the need for OSPs has 
evolved over the years from single 
process outsourcers and hosts to 
providers of fully integrated cross-
border solutions. 

With global integration comes an 
added layer of risk—how does a 
company understand and evaluate 
OSP risk from a global perspective? 
Customers with global delivery 
needs generally gravitate towards 
to vendors that can prove that they 
have implemented globally-accepted 
reporting standards and control 
structures that show that they are able 
to provide the assurances that their 
customers expect.

Industry view of outsourcing 
Outsourcing practices and controls are 
unique to each industry and as the  
awareness of vendor risk management 
has increased across industries, the 
role of Third Party Assurance has 
become more important than ever.

Compliance with industry, government, 
and other regulations has become 
more challenging as companies 
manage increasingly complex 
reporting requirements. At the same 
time, many companies are vying for 
new business and demanding that 
their OSPs meet certain requirements 
as a condition of their outsourcing 
relationship.

A robust control and assurance 
program, tailored and integrated to 
address specific industry standards 
can help provide companies with the 
industry perspective that they need. 

Risk view of outsourcing 
It is important for companies to 
be aware of all of the risks that 
may be typically associated with 
outsourcing, including, but not limited 
to reputational, control, compliance, 
privacy, financial, and operational risks.

Outsourcing any component of a 
company’s business to a service 
organization can introduce any or 
all of these risks—either directly or 
indirectly. 

Direct risks are typically associated 
with the actual processing or hosting 
of data. Indirect risks are normally 
associated with how the data is 
managed and the clients’ perception of 
the relationship between the provider 
and users of outsourced services. To 
manage these risks, executives rely 
more and more on specific reporting 
from their service organizations. 
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The Service provider side of the equation 
From the perspective of the OSP, 
the requirements and demand for 
independent certification have also 
increased sharply. 

OSPs are under constant pressure to 
meet the needs of their customers and 
supervisory agencies with regard to having 
adequate controls in place. They must also 
remain competitive, which may mean they 
must provide their customers with latest 
and best attestations/certifications in the 
field of internal control and security. It has 
become more common for customers 
to include clauses in their contracts that 
require audit rights or specific reporting 
requirements regarding internal control 

that are relevant to the services provided 
by the OSP.

The alternative that many OSPs currently 
not providing their customers with TPA 
reports is often to open themselves up to 
being audited by their customers. This is 
often time consuming and less practical 
than a TPA review. 

The outsourcing of key components 
of a business—in order to meet cost, 
competitive, and operational demands 
—has become a strategic imperative 
within many industries. A multidirectional 
approach is required to manage these 
complex relationships because of 

the global nature, risks, and industry 
regulations associated with outsourcing. 
Third Party Assurance reporting can 
help OSPs clearly define, assess, and 
communicate their approach to their 
clients.

By taking the necessary steps to identify 
the need for Third Party Assurance 
reporting and the appropriate reporting 
type, the OSP (and the associated 
customers) will help ensure that their risk 
and compliance needs are addressed. 
Anticipating and managing these multiple 
risks is vital to effective third party 
relationships.

The benefits of Third Party Attestation 
Third party attestation reporting provides a range of benefits for customers of OSPs, well as OSPs 
themselves:

Customer Benefits of TPA Reporting

 • Confidence: Increased confidence that the vendor is 
meeting the internal control expectations of their customers 
through independent and transparent reporting on 
operational effectiveness of controls at the vendor

 • Internal reporting requirements:  Ensuring that the 
company’s multi-purpose reporting requirements— 
including operational and financial—are met

 • Valuable insight/monitoring: Independent assessments 
of whether the controls of the OSP were in place, suitably 
designed and operating effectively, with a focus on 
continuous improvement when controls are found to be 
lacking

 • Cost savings: OSPs may charge customers for TPA reports, 
or they may not. The cost of being required to pay for a TPA 
Attestation report should be weighed against the cost of the 
customer having to maintain their own staff or hiring staff to 
be able to perform regular audits of the vendor(s). 

 • Compliance requirements: Maintaining compliance with 
industry, governmental and other relevant regulatory 
requirements.

OSP benefits of TPA Reporting

 • Commercial advantage: In sales situations, TPA reports 
can be one of the items which differentiate one service 
organization from its peers/competitors. It may also be seen 
as a disadvantage if the OSP does not have such a report but 
their competitor does.

 • Cost savings: Providing TPA reports, which require one audit 
team for a predictable period of time, is generally more cost 
effective than participating in customer audits. Customers 
receiving TPA reports are often required to pay for the 
reports, further reducing the cost burden of internal control 
testing.

 • Broad assurance: Most TPA reports provide reasonable 
assurance to a broad range of clients with a single report.

 • Compliance requirements: Demonstrates to regulatory 
bodies that controls are in place and operating effectively. 

 • Improve overall control awareness: The process of 
developing and issuing a TPA report at an OSP often 
generates increased internal control awareness within the 
organization.  

 • Customer requirement: Future customers/existing 
customers wishing to renew contracts may require such 
reports and having the report process in place may lead 
to increased ability to win new customers or keep existing 
relationships.
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Service organisation
A third-party organization 
(or segment of a third-party 
organization) that provides 
services to user entities 
that are likely to be relevant 
to user entities' internal 
control as it relates to 
financial reporting.

User organisation
The entity that has 
traditionally engaged a 
service organization to 
perform services for them 
that tare considered a part 
of the user organization's 
"System" e.g. your clients.

Service auditor
A professinal accountant 
in public prctice who, at 
the request of the service 
organization, provides 
an assurance report 
on controls at a service 
organization e.g. Deloitte.

User auditor
The auditor that conducts 
the financial statements 
audit on th euser 
organization these auditors 
rely heavily on audits from 
service organizations in 
helping plan and prepare 
for th euser organization's 
annual financial  statement 
audit, specially the auditors 
of your clients.

What is Third Party Assurance?

Outsourcing any component of a 
companies’ business introduces certain 
risks to the company. Consequently, the 
use of outsourcing requires companies to 
better manage their risks associated with 
the outsourced services. Specifically, the 
outsourcing companies should require 
a degree of assurance that the service 
provider has a well-established internal 
control framework that is suitably designed 
and operating effectively. 

One of the most effective and 
internationally recognized ways a service 

one service auditor  
report (e.g. SOC1, SOC2, 
ISAE3402) to be used by 
all your clients and/or their 
auditors as well as regulators

Service organization

User organization User organization Regulator

User auditorUser auditor

User organization

User auditor

organization can communicate this 
information is through an independently 
verified service auditor report (e.g. 
ISAE3402 (SOC1), ISAE3000 and SOC2).

The purpose of such a service auditor 
report is to provide clients and their 
auditors with an objective opinion about 
the control environment at a service 
organization. The result is an independent 
opinion about a standardized set of control 
objectives that are stringently tested to 
provide assurance that the controls are 
designed to meet the agreed upon control 

objectives, implemented as described and 
operating effectively over a given period of 
time.

User organizations that obtain service 
auditor reports from their service 
organizations receive a detailed description 
of the service organization’s processes 
and controls as well as an independent 
assessment of whether the controls were 
placed in operation, suitably designed 
to meet the control objectives and/or 
operating effectively.

Deloitte

Service auditor 
report
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Third Party Assurance Report Types
The table below provides some important details in regards to the most common reporting types that we have experience with in Deloitte  
Norway.

ISAE3402/
SOC 1

SOC2 ISAE3000 GDPR Attestation 
(ISAE300)

GDPR Attestation (SOC2)

Purpose Report on controls that
may be relevant for user 
entities’ internal controls 
over financial reporting for 
purposes of compliance 
with laws and regulations 
and for when user entity 
auditors plan and perform 
financial statement audits.

Report on internal control 
at a service organization 
as it relates to security, 
availability, processing 
integrity, confidentiality or 
privacy. 

Attestation assignments 
that are not audits or 
simplified auditors' checks 
of historical financial 
information—Security over 
specific internal control 
routines without the need 
for detailed description as
in an ISAE3402/SOC1

An attestation report 
limited to the requirements 
of GDPR using a set of 
criteria developed from the 
requirements in GDPR and 
focused on the differences 
between a Processor and a 
Controller.

Report on internal control 
at a service organization 
as it relates to security, 
availability, processing 
integrity, confidentiality or 
privacy with added GDPR 
requirements.

Scope Services and
processes covered
in the report are
defined by the
management of the
service organization.

Consist of 1 or
more of Trust Service 
criteria on security, 
availability,
confidentiality,
processing integrity
and privacy. For each
domain principles
and controls are
predefined.

Scope is determined by 
the OSP and the receivers 
of the report. Common 
measurement criteria are 
ISO27001, COBIT or CSA.

These reports are limited 
in scope to GDPR related 
areas and focus 100% on 
GDPR as it related to the 
OSP’s role in the handling 
of client information.

Consist of 1 or more of 
Trust Service criteria on
security, availability,
confidentiality,
processing integrity
and privacy, as well as he 
requirements of GDPR.

Intended 
Users

User entity management 
and their auditors.

Management or those 
charged with governance of 
the user
entities and of the service 
organization, customers, 
regulators, business 
partners and suppliers, 
among others.

Distribution restricted to 
the specific users of the 
services, their auditors and 
specified parties. 

Distribution limited to 
customers/business 
partners exchanging 
information with the OSP.

Management or those 
charged with governance of 
the user
entities and of the service 
organization, customers, 
Regulators, business 
partners and suppliers.

Why users 
request

Assessment of internal 
controls related to areas 
significant to the external 
Financial Statement audit, 
regulatory or internal 
requirements

As part of a governance 
program, oversight or due 
diligence

Same as ISAE3402/SOC1 
or SOC2. Can also be 
requested to meet specific 
needs for one customer, 
address an incident or 
other specific need for an 
assessment of controls.

Desire/need for external 
assessment of controls 
related to conforming to 
GDPR.

Desire/need for external 
assessment of controls 
related to conforming to 
GDPR.

Other reporting options and standards
There are several other attestation standards (for example ISRS 4400 or SOC2 + HIPAA) that we have not included in the table above 
as they are not the most common engagement reporting types that we have seen being used in the current market for the types of 
engagements we generally work with. Given the opportunity to issue these types of reports, we would coordinate with our local, Nordic 
and Global TPA network to identify the correct team to be able to provide the specific knowledge to be able to provide the proper level of 
assessment to issue the attestation.



Deloitte Third Party Assurance Services

10

Choosing the right reports for your needs

What is the intended use of the report?

 • Are users focused on internal control 
over financial reporting? (Yes=SOC1 or 
ISAE3402)

 • Are key compliance and operational 
controls such as those related to 
security, availability, processing integrity, 
confidentiality or privacy of primary 
interest? (Yes=SOC2)

 • Is the requestor of the report certain 
of the reasoning behind requesting the 
specific report or can the report type be 
negotiated?

Talk to Deloitte–we can help.

Do you operate in a regulated 
environment?

Do your sevice providers have access to 
critical employee and/or customer data?

Do you have a third-party risk 
management program that monitors the 
performance of service providers?

Are the services you provide to your 
customers related to transactions that 
are financial in nature

Do the services you provide your 
customers include an aspect of  
regulatory or industry compliance

Can the services you provide align 
directly wit the one or more security  
trust principles?

Service providers

Users

Level of information related to your 
systems and processes?

 • Are users in need of details related 
to systems, processes and controls? 
(Yes=ISAE3402, SOC1 or SOC2)

 • Will the issuance of a summary report 
suffice (Yes=ISAE3000)

 • Will you want all recipients of the report 
to receive all of the information? (No= you 
may need more than 1 report type)

Scope of report

 • Is the report intended to be used to meet 
the needs of one customer or many? 
(ISAE3000 vs. ISAE3402/SOC1)

 • Will the report cover many areas or 
will it be limited in scope in regards to 
processes or technologies?

 • Will the report need to cover a specific 
period of time or will a point-in-time 
attestation suffice? (Type І vs. Type ІІ)

Which report is appropriate for you? 
Service organizations should understand the needs of their clients and select the reporting option that best suits their needs.  
Here are some important things to consider when choosing your report type:
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Helping our customers make a decision

We can help find the right report for you 
Our TPA experts have the knowledge and experience, along with the analysis skills to be able to assist our customers with their 
negotiations in regards to these types of decisions in regards to reporting types and scope. We have been called upon many times to 
provide expert opinions as to the types and methods of reporting that suit the specific needs of the client and also the OSP. 

Typical situations where we feel that we have added value to such discussions include:

We deal with these issues almost every day and are ready and interested in helping you make the right choices. Do not hesitate to get 
in touch with one of our TPA experts for a discussion. If you are a client, we most certainly have an open relationship in regards to these 
topics. If you are not a client, a conversation to discuss the topic is often interesting for us and does not cost anything more than a 
telephone call or email.

Choosing the right report 
Advising clients to convert existing 
report types to other standards to 
better address the needs of their 
customers and to realize other 
benefits like being able to map the 
controls in the attestations to other 
internal control projects they have in 
their company. 

For one specific OSP, we have 
recommended that they base their 
ISAE3402 report requirements on 
ISO27001 in order to be able to easily 
map to their existing SOC2 report. 
The result of this is that the ISAE3402 
report is basically ‘generated’ from 
the SOC2 report testing with minimal 
additional testing required. A much 
more efficient approach than 
performing separate tests of the same 
controls for different reports.   

Limiting scope 
Advising OSPs developing TPA reports 
for the first time to try to negotiate 
issuing Type 1 reports for the first 
year of issuance in order to allow 
them the ‘breathing room’ to fix their 
problems and fill their internal control 
gaps without spending unnecessary 
time in making up for prior lapses in 
documentation or control execution. 
We are often able to discuss the 
rationale of this with the involved 
parties and find reasonable solutions.

Downgrading the request
Advising customers to request less 
detailed reporting standards from 
their vendors (e.g., ISAE3402 reports 
can be more comprehensive to 
develop and cost more as they include 
more details. 

For one specific customer requiring 
confirmation that the OSP is in 
compliance with specific requirements, 
an ISAE3000 reporting format may be 
less expensive but still provide them 
with the level of assurance they need.
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About Deloitte Third Party Assurance Services

Our Nordic TPA Group
Our Nordic Third Party Assurance (TPA) 
group works closely together to share 
Deloitte’s latest methodology updates, 
develop TPA engagement tools and 
techniques, share resources and to hold 
TPA specific training. We have monthly 
meetings with our Global TPA network to 
discuss the latest developments related 
to TPA to ensure that our practitioners are 
kept up-to-date at all times. 

In the Nordic region alone, our team of 
more than 65 TPA practitioners, supported 
by subject matter experts from our IT 
audit, Cyber Security, Financial Audit, Legal 
and Consulting departments, provide 
TPA services to more than 80 clients in 
the region. We deliver more than 140 
TPA engagements annually. Our current 
deliveries include, among others:

• Assurance readiness engagements
• ISAE3402 reporting engagements
• SOC2 reporting engagements
• GDPR attestation engagements
• ISAE3000 attestation engagements
• ISRS4400 attestation engagements
• SNT4400 attestation engagements

Take it easy, we’ve been through this before…

Our local organization
Deloitte Norway has a long and proven 
track record with assisting clients in their 
Third Party Assurance report development, 
fulfilling the needs of both the service 
provider being reviewed and their user 
organizations. 

Our TPA services are aligned under our 
Assurance Service line and our resources 
are 100% focused on reviewing, developing 
and issuing various types of TPA reports. 
We have issued many ISAE3402, ISAE3000 
and SOC2 reports. We have local Norway 
resources with significant experience from 
many international TPA assignments.

Our delivery teams are made up of 
resources with the right expertise based on 
the needs of the engagement. Our experts 
include resources with specific experience 
within TPA, IT audit, financial audit, cyber 
security, legal and tax and also branch 
specific and international experts.  

Our TPA group is part of the Deloitte 
Global TPA services group and works to 
ensure that we are up-to-date on the 
latest standards and methods, tools and 
techniques and related audit methodology 
guidelines related specifically to TPA 
attestation. 

Our global organization
Deloitte is a global leader in performing 
Service Organization Control (SOC) 
examinations, having served large global 
clients since the inception of the standards. 

We have more than 700 practitioners in 
the United States, and more than 1,000 
practitioners globally that perform SOC 
examinations. Our experience includes 
complex internal control attestation and 
assessment projects. 

Our Norwegian TPA team has had long 
term contact with our practitioners in both 
Europe and globally in regards to these 
services and have the pleasure of sharing 
resources, tools and templates with many 
valuable SOC resources within our global 
network. If we have an issue we need to 
discuss, help is only a call away. 



Deloitte Third Party Assurance Services

13

Our TPA methodology

Our approach to providing TPA services 
starts with a Readiness Assistance 
phase, including a gap analysis, 
development support, gap remediation 
and retesting to ensure that remediated 
controls function as intended. We use our 
best practice databases of recommended 
controls to measure your implementation 
and provide detailed feedback on areas 
for improvement in order to ensure 
compliance. 

The next phase of the project is the 
development of a Type 1 Examination 
report, which is a point in time report and 
will show your customers and business 
partners that you have adequate controls 
in place as of a specific date (usually 31. 
December but this is flexible). A company 

could hop over the issuance of a Type 1 
Report and go directly to the issuance 
of a Type 2 Report, but it is generally 
beneficial to concentrate on remediating 
controls to address future processing 
rather than testing control procedures that 
may not have historically been designed 
appropriately to address the control 
objectives. 

The next phase is to monitor the execution 
of the defined control regime and any 
further remediation efforts and perform 
testing of controls to be able to produce 
the final Type 2 Examination report 
covering a period of time (usually 1. January 
through 31. December but this is also 
flexbile).

Many companies already have a reasonably 
mature existing internal control structure 
in place that can be the basis for the 
assurance project. The degree to which 
the processes and controls are formalized 
and documented (both in relation to 
description of control procedures and to 
the degree the execution of the control 
activity can be evidenced in an audit) will 
have an effect on the effort required for 
the project. Factors, such as the degree 
to which controls are common across 
locations as well as the number of locations 
to be in scope for the report affect project 
scope and duration.

Readiness Assistance Type 1 Examination Type 2 Examination

Retesting as necessary

GAP Analysis, 
recommendations and  

remediation

Type 1 Report Start  
sampling selection Field work testing

Opinion (Qualified 
or unqualified)

Testing exception 
analysis

Scope Definition

Support in describing the 
environment and the entity 

level/soft controls

Description fairness

Control design suitability

Description fairness

Control design suitability

Control operating effectiveness

Type 2 Report



Deloitte Third Party Assurance Services

14



Deloitte Third Party Assurance Services

15

Optimizing your TPA Reporting efforts

There are many options available in regards 
to providing customers with TPA reports 
and also many certification types available, 
each with their own purposes and uses. 
The most common and relevant attestation 
types we encounter are ISAE3402 (SOC1), 
ISAE3000, and SOC2 reports. Most 
companies providing services already have 
one of the ISO certifications (security or 
quality). Add to this compliance with one 
of the many branch specific requirements 
and things can get quite complicated. 
There can be a lot of internal control testing 
activity going on at the organization and 

with the right approach you may be able to 
save time and effort by coordinating these 
projects. Our experience is that, if you base 
your testing on the strictest requirements 
you have to meet, you can then test 
individual controls only once. This requires 
methodology knowledge, good planning 
and coordination to avoid testing individual 
controls several times. 

With a good overview of your reporting and 
certification requirements, good planning 
and a structured approach, you can 
achieve quite a bit of efficiency. OSPs are 
often flooded with customer queries (e.g., 

CSA or on-site audits), requests for ad hoc 
reporting on internal control or custom TPA 
reports. A thoughtful and well-organized 
program for identifying requirements and 
controls and in performing test of controls 
should cover many, if not all, those needs 
in a much more efficient manner than 
individual efforts. Add to this an OSPs need 
to meet their own internal requirements 
(e.g., Sarbanes-Oxley, internal governance 
requirements or other regulations), it is 
easy to see the benefits of this type of 
approach. 

Requirements 
and standards

Requirements 
and standards

Requirements– 
separate

Requirements– 
consolidated

Duplicated 
activities and  
controls

Consolidated 
activities and 
controls

SOC2 SOC2ISAE3402 ISAE3402GDPR GDPR

K1

1a

4a

7a

K3

3a

6a

9a

K2

2a

5a

8a

1b

4b

7b

3b

6b

9b

2b

5b

8b

1c

4c

7c

3c

6c

9c

2c

5c

8c

K1 K3K2 K1 K3K2 K1

1

6

11

K2

2

7

12

K3

3

8

13

K4

4

9

14

K5

5

10
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Non-coordinated testing Coordinated testing

Coordination of control testing = reduced overall testing and better quality

Reusing control testing to cover multiple certification assignments and certifications

Areas to focus on when optimizing TPA 
Typical questions you should ask yourself when embarking on any internal control testing optimization effort include: 

 • What are our requirements for 
reporting (the ‘must have’s – 
customer requirements, regulatory, 
internal)?

 • What reports do we need to issue? 
Do we have concrete reasons for 
each report?

 • Can we choose which standards 
or frameworks to use ourselves or 
are there other factors determining 
these?

 • If we can choose the types of reports 
to issue, are there any ways to meet 
more of our own or customer’s 
needs by choosing one report type 
or framework to base the report(s) 
on over an other?

 • How should we map requirements 
for customer needs?

 • How often should we rethink our 
approach?

 • Is there anything we can eliminate?

 • Are we 'up-to-date' regarding the 
latest reporting requirements?

 • Are there any internal activities 
relevant to this that we should 
coordinate with?

 • Can we use technology to streamline 
the process?

 • Is there any mapping of the different 
standards I am using that I can use to 
help streamline this work?

 • Which methods are best for 
achieving an effective reporting 
process?

 • Which of the reports/certifications 
have the most stringent 
requirements? (This is the one 
that should dictate my minimum 
requirements for documentation 
and testing and it is the one to be 
reused).

 • How should we best synchronize the 
release of these reports?
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Frequently Asked Questions
We get a lot of questions in regards to Third Party Attestation services. We have tried to provide 
answers to some of these here:

Do independent Attestation reports like the ISAE3402 and SOC2 Assurance reports being offered by Deloitte 
provide a higher level of assurance than other methods of confirming internal controls (e.g. self assessment, 
internal audit reports, audits by stakeholders)? 

The work performed to issue an ISAE3000 or SOC2 attestation report is required to be performed by an independent auditor, subject 
to strict independence rules to ensure that the issuer of the attestation is providing a completely independent evaluation of the 
company. Self assessments and internal audit reports are issued by the company itself and are not considered independent and may 
not be acceptable to the receivers of the reports as sufficient evidence.

The scope of independent attestation audits such as ISAE3402 or SOC2 are generally set to meet the needs of many customers, 
making them often quite wide in scope. The methodology requirements for the testing necessary to confirm operating effectiveness 
of tested controls for these are among the most strict available to the auditing branch. Audits performed through self assessment, 
internal audits or by stakeholders may not be subject to the same requirements for scoping and test methods, reducing the likelihood 
that they provide a complete and thorough evaluation. A very focused and carefully scoped review performed by the internal auditors 
of a stakeholder may, for example, provide more specific assurance to the one stakeholder but that is dependent on the maturity of 
the internal audit function at the stakeholder and are only useful for the one stakeholder. Independent attestations can generally be 
distributed to multiple stakeholders.

Other certification processes like obtaining an ISO27001 certification allow for more freedom in the scoping of test procedures 
necessary to provide the certification organization with the basis for distributing the certification to a specific company. Many of the 
ISO certifications allow confirmation of compliance on a 3 year cycle while TPA attestation standards generally cover a one year period 
with full confirmation of all controls attested to each year. 

It is our opinion that the independent assurance engagement generally provide the highest level of assurance in regards to the design, 
implementation and operating effectiveness of internal controls. Having said this, these attestation reports are sometimes scoped as 
such that they are relevant to a limited number of customers, locations or services and the user of the reports should also carefully 
evaluate the scoping in order to determine whether the report covers all aspects of the services provided to them by the OSP.

If my organization already has an ISO27001 
Certification or something similar, do I still need 
an ISAE3402/SOC1 or other type of TPA report?

How can the audit cycle for these engagements be 
designed to meet different customer fiscal year  
reporting needs?

There can be fundamental differences in the Scope of and 
level of security provided by ISO27001 and other certifications 
and TPA reports based on the ISAE3402/SOC1 and SOC2 
standards. For example, service organizations that hold 
ISO27001 certifications are able to demonstrate to their 
partners and customers that they are committed to service 
availability, security, and data protection but this evaluation 
is on certification at a maturity level and scope chosen by the 
company being certified. SOC2 measures compliance against a 
set of predetermined standard criteria but also has more rigid 
testing guidelines and requires the report to cover a period 
of time (Type II reports only) to evidence that the controls are 
consistently applied over time. 

As the internal control testing regime required to issue an 
ISAE3402 or SOC2 type report is more strict than, for example, 
an ISO 27001 certification, we have experienced that our testing 
work for a TPA Report is becoming more of a requirement by 
some companies than ISO certification.

One issue to be addressed by the issuer of TPA reports is the 
fact that customers may have different needs in regards to 
periods of coverage (i.e., annual accounting periods). While 
some customers may have a year-end of 31 December, others 
may have some other financial close date. For these customers, 
the auditors need to also audit the whole financial year and if 
their period of non-coverage for the TPA report is not excessive 
(typically 3 months is ok) then a ‘bridge letter’ covering the extra 
period can be issued to confirm that the control descriptions in 
the report are still relevant. This letter requires some extra work 
by the independent auditor. 

If the period of non-coverage is too excessive for a bridge letter, 
then the customer may want to have their own report covering 
their fiscal year, but relying heavily on the work already done. 
Another alternative is to consider, if there are a significant 
number of clients requiring a report around a specific mid-year 
period, issuance of an interim report.
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Given the relative similarities between all of these standards (ISAE3402 (SOC1), ISAE3000 or SOC2) what should I 
consider when choosing a standard? 

There are a lot of things to consider when determining the need for a TPA report. Some of the most common areas we 
consider are: 

 • Addressing Customer/User Needs: We often see service organizations being asked by their users for assurance related to areas/
controls, not directly related to user’s financial statements. If the purpose of the TPA report is not to address financial statement 
risks, then maybe a SOC2 is more relevant. SOC2 was created with the intent that it would enable organizations, such as cloud 
computing vendors or managed services vendors to demonstrate that their controls are sound and they are meeting a third party 
standard. SOC2 also provides the basis for future issuance of a more specific report covering, for example GDPR.

 • Can you potentially decrease the number of individual audits that your organization undergoes: Even with ISAE3402 reports 
in place, many organizations still may need to accommodate individual audits for significant customers with specific requirements. 
This is particularly true in certain industries such as data center hosting, credit and payments transaction processing and cloud 
based computing providers. ISAE3000 or SOC2 offers the potential to rationalize the number and extent of these individual audits by 
providing more in-depth reporting around areas of critical concern. 

 • Meeting regulatory and other industry requirements: With the evolution of businesses today, including the drive for greater 
technology sophistication, regulators, industry groups and users are demanding more transparency from their service providers. An 
ISAE3000 or SOC2 report can assist with meeting several regulatory requirements, while also demonstrating competitiveness with 
the industry and satisfying customer demand.
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